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In summary

Orange Cyberdefense is the expert cyber security
business unit of the Orange Group, providing
managed security, managed threat detection &
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Cyberdefense

response services to organizations around the
globe. As leading security services provider,
it strives to build a safer digital society.
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Present in 9 European countries,
South Africa and Morocco.

(+over 150 Orange Business Services locations globally)



Find out more

Orange Cyberdefense relies on threat intelligence research 365/24/7 and is powered by a strong combination of
artificial and human intelligence-driven solutions. It combines market-leading technology with some of the industry’s
most talented experts, to provide you with the services you need to reduce your risk:

= 60+ billion events per day

= 129,395 detected incidents, resulting in 25,076

confirmed security incidents

= Hacking Companies of all sizes faced attacks,

with malware representing 30% of incidents.

= Large enterprises (40%) are impacted the
most by Cyber Extortion, followed by small
organizations (25%) and medium-sized
businesses (23%).

= The Manufacturing sector (32.43%) is the
largest contributor in terms of confirmed
incidents, Retail Trade (21.73%) and
Professional, Scientific and Technological
Services (9.84%) completed the top three.

« 11+ % Orange Cyberdefense growth
« 8,700 customers worldwide

= 37.45% of detected incidents originate from internal
actors, whether deliberate or accidental.

= New research finds a new levelling of physical and
cyber battlefields, revealing a thin line between physical
war and cyber (through hacktivism)

= Europe was impacted by 85% of all hacktivist attacks
seen in 2023, followed by North America (7%) and the
Middle East (3%).

= 109 CVEs (Common Vulnerabilities and Exposures
= public information about published security
vulnerabilities) in 2023.

Data protection and privacy lies at the heart of Orange Cyberdefense

More than of 25 year track record in information security,
Orange Cyberdefense offers a global footprint anchored
in Europe, which allows it to meet local requirements and
international standards, ensuring data protection and
privacy at the heart of its services.

Security Navigator Report

This annual research-driven report into the cybersecurity
space provides a unique insight into the ‘big picture’ of
cybersecurity. The report is produced solely by Orange

Cyberdefense and is based 100% on first-hand information

from its 18 global SOCs & 14 CyberSOCs, the CERT,
Epidemiology Labs & World Watch. Gain invaluable
insights into the threat landscape.

Embedding security into Orange Business Services’
solutions for multinationals worldwide, Orange
Cyberdefense offers global protection with local expertise
and support for customers throughout the entire threat
lifecycle.

It includes expert reports and technology reviews on
topics like Ransomware, Cyber Extortion and cybercrime.
Check attack patterns and statistics for different business
sizes and industries. Each annual report looks at the most
disruptive events from that year with projections into future
developments.



